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LegISIatIon BACK TO INDEX

Jurisdiction:

China’s SCCs come into force and guidance is issued SHOOSMITHS SAYS...

1June 2023

%
S

Transfers

Key details “it is still unclear
whether offshore Pl
handlers subject to the
exterritorial effect of

The Standard Contract Measures for the transfer of personal data from China have come into effect following their
adoption on 23 February 2023. The Cyberspace Administration of China (CAC) has also issued guidance on their use.

Processors using standard contracts to transfer personal information outside China must meet all these conditions: the PIPL are e|igib|e

« Not be an operator of critical information infrastructure for the China SCC

« Handle the personal information of fewer than one million people in total

« Have made cumulative outbound transfers of personal information of fewer than 100,000 people since January 1 of approach, though the
the previous year CAC currently considers

« Have made cumulative outbound transfers of sensitive personal information of fewer than 10,000 people since offshore collection of
January 1 of the previous year. Pl to constitute a cross

border data transfer”

The measures require processors to conduct a Personal Information Protection Impact Assessment (“PIPIA”) before
transfer and processors must file this plus contract information with the CAC within 10 working days from the effective

date of the contract (filing does not affect the validity of the SCCs).

Links to further information

Original announcement
EC analysis
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http://www.cac.gov.cn/2023-02/24/c_1678884831596384.htm
https://intellectual-property-helpdesk.ec.europa.eu/news-events/news/brief-analysis-measures-standard-contract-outbound-transfer-personal-information-2023-04-24_en

DATA PROTECTION ROUNDUP @
LegISIatIon BACK TO INDEX

Jurisdiction:

@ ICO publishes opinion on Data Protection and Digital WHAT THEY SAY...
Information (No. 2) Bill “I welcome the [:(PD' bill
as a positive package
General 31 May 2023 of reforms that allow us
to continue to operate

as a trusted, fair and
The ICO response suggests where changes to the bill are needed to improve clarity or to better reflect policy intent. independent regul ator”

Key details

ICO recommends amendments to:

« Definition of personal data in Clause 1 and the test for third party identification, which as drafted carries “a
theoretical privacy risk”

« Conditions for consent to processing for the purposes of scientific research in Clause 3

« The explanatory note about controllers’ need to satisfy a legal basis for further processing under Art. 8A

« Vexatious or excessive requests by data subjects

« Information provision obligations where organizations have collected data directly from data subjects

« Automated decision-making in Clause 11

« ‘High risk processing’ regarding record-keeping requirements in Clause 15

« Distinguishing between the tests for adequacy, and appropriate safeguards in Clause 21

« Direct marketing for the purposes of democratic engagement, particularly regarding a data subject’s right to object to

direct marketing.

Links to further information

ICO response
Bill
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https://ico.org.uk/media/about-the-ico/consultation-responses/4025316/response-to-dpdi-bill-20230530.pdf
https://bills.parliament.uk/bills/3430
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Legislation

Jurisdiction:

@ Comprehensive privacy laws now in ten US states
June 2023

General

Key details

From next month there will be comprehensive state privacy legislation in force in California, Colorado, Connecticut and

Virginia, and enacted in Indiana, lowa, Montana, Tennessee. Texas and Utah.

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

WHAT THEY SAY...

“State-level momentum
for comprehensive
privacy bills is at an
all-time high”

10



DATA PROTECTION ROUNDUP
Legislation

Jurisdiction:

«— UK and US announce “data bridge” as part of Atlantic
—>

8 June 2023

Transfers

Key details

The Atlantic Declaration looks to establish a new
approach in US/UK relations in various areas including
nuclear partnership, energy security, critical minerals
supply, export controls and future technologies such as Al

and Privacy Enhancing Technologies.

Announcements include a commitment in principle

to establish the “UK Extension to the Data Privacy

Framework” for secure personal data flows. Key points:

« US companies approved to join the framework will
be able to receive UK personal data under the new
bespoke, opt-in certification scheme

« The scheme will be enforced in the US by the Federal
Trade Commission and Department of Transportation,
and administered by the Department of Commerce

« The UK government will formally consult the ICO
under DPA 2018. The Secretary of State must take
into account, but is not bound by, the ICO’s views (see
MOU, below)

Links to further information

UK press release
UK MOU
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Declaration on economic cooperation

+ The government estimates £92.4m in direct savings
per year in reduced “red tape” for 55,000 businesses.

The scheme is an extension to the European Commission
scheme forming part of the draft adequacy decision in
the US/EU Data Protection Framework. It is unlikely to
be finalised until that decision has been approved by the

Commission.

Other data-related things of note:

« The declaration underlines support for the Global
Cross-Border Privacy Rules (CBPR) Forum and
the OECD’s Declaration on Government Access to
Personal Data Held by Private Sector Entities

« The US supports the UK’s plan to launch the first
Global Summit on Al Safety this year (see below).

UK statement

US statement

<
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“In 2021, about 30%

of the UK’s total data
enabled services exports
[were] to the US”
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https://www.gov.uk/government/news/uk-and-us-reach-commitment-in-principle-over-data-bridge
https://www.gov.uk/government/publications/memorandum-of-understanding-mou-on-the-role-of-the-ico-in-relation-to-new-uk-adequacy-assessments/memorandum-of-understanding-mou-on-the-role-of-the-ico-in-relation-to-new-uk-adequacy-assessments
https://www.gov.uk/government/news/uk-and-us-launch-first-of-its-kind-economic-partnership
https://www.whitehouse.gov/briefing-room/statements-releases/2023/06/08/the-atlantic-declaration-a-framework-for-a-twenty-first-century-u-s-uk-economic-partnership/
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LegISIatIon BACK TO INDEX

Jurisdiction:

SHOOSMITHS SAYS...

European Parliament publishes EDPB/S draft amend-
ments to the proposed Al Act
7 June 2023

Emerging technology “As a pre_requisite
?
Key details artificial intelligence
should be a human-
centric technology. It

The European Data Protection Board and Supervisor amendments are part of the report stage to agree the European
Parliament’s draft before it goes into final negotiation with the Commission and Council. The Parliament’s final

position will be debated this week with a vote on Wednesday. should not substitute
human autonomy or
Th d :
¢ amencments assume the loss of

« Propose a new recital explicitly basing the Act on current EU data protection law (GDPR, Law Enforcement

Directive, EUGDPR, PECRs) individual freedom and

« Recite that the Act does not seek to affect data protection and privacy law, powers and rights should primarily serve
« Clarify the meaning of “machine learning” the needs of the society
« Create new definitions of “biometrics-based” data, biometric identification and biometric categorisation and the common goo d”

« Distinguish remote biometric identification

« Propose new exceptions for open-source software

« Classify some Al systems using special category data as high risk

« Narrow use of Al systems for the purposes of law enforcement

« Define some new high-risk systems, such as those monitoring behaviour to determine a person’s education level, and
systems able to influence the outcome of elections or referenda

« Provide that deployers of Al systems should be registered and provide certain contact information.

Links to further information

Draft amendments
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https://www.europarl.europa.eu/doceo/document/A-9-2023-0188-AM-001-771_EN.pdf

DATA PROTECTION ROUNDUP @
LegISIatlon BACK TO INDEX

Jurisdiction:

Data Protection and Digital Information (No.2) Bill: SHOOSMITHS SAYS...

Research briefing and new version published
9 June 2023

Lk

General

Key details

The government has completed the Public Committee stage of the Bill, which makes substantial amendments to UK

GDPR, the Data Protection Act 2018, and PECRs.

It has also published a new research briefing outlining the limited amendments made. A Keeling Schedule for the

updated version is not yet available.

Links to further information
Latest version

Commons briefing
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https://publications.parliament.uk/pa/bills/cbill/58-03/0314/220314.pdf
https://researchbriefings.files.parliament.uk/documents/CBP-9803/CBP-9803.pdf
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Legislation

Jurisdiction:

Lk

General

Data Privacy and Security Act signed by governor
18 June 2023

Key details

The law applies to persons who:
« Conduct business in Texas or produce a product or service for Texas residents

« Process or engage in the sale of personal data
« Are not a small business (max 1,500 employees and $41.5m revenue)

Does not apply to non-profits, educational establishments, or businesses already subject to HIPAA or GLBA.

Drafted along GDPR lines. Introduces data protection assessments and data subject rights. Only enforceable through the

Attorney General - no private right of action. Fines up to $7,500 per violation.

The bill enters into effect on 1 July 2024, with some opt-out provisions in effect 1 January 2025.

Links to further information

Bill
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https://capitol.texas.gov/tlodocs/88R/billtext/pdf/HB00004F.pdf#navpanes=0
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Jurisdiction:

Q Senators introduce bill protecting US data from foreign
= surveillance
Law enforcement & 14 June 2023

intelligence

Key details

The bipartisan bill, the ‘Protecting Americans’ Data from Foreign Surveillance Act’ 2023 is sponsored by ten senators
and representatives. It applies criminal and civil penalties to prevent the transfer of data relating to US citizens to

countries if it is likely to be exploited by an adversary or may harm national security.

The bill directs the US Department of Commerce to identify high risk data and to categorise countries into three tiers.
Export to a top tier country would be banned, and to a middle-ranked country only permitted under licence.

Links to further information
Bill

Press release
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allow data brokers

to export Americans’
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https://www.wyden.senate.gov/imo/media/doc/protecting_americans_data_from_foreign_surveillance_act_text.pdf
https://www.wyden.senate.gov/news/press-releases/wyden-lummis-whitehouse-hagerty-heinrich-and-rubio-introduce-bipartisan-bill-to-protect-americans-data-from-unfriendly-foreign-nations-bar-tiktok-employees-in-china-from-accessing-us-information

DATA PROTECTION ROUNDUP
Legislation

Jurisdiction:

@ Al and data sharing announced in 2023 workplan
6 June 2023

General

Key details

The State Council of the People’s Republic of China has announced its 2023 Legislative Work Plan. The work plan
includes development of a draft Artificial Intelligence Law, protection of minors online, developing data sharing

regulations on government affairs, and network data security management regulations.

Links to further information

Notice
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https://www.gov.cn/zhengce/content/202306/content_6884925.htm
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Legislation

Jurisdiction:

K

=

Law enforcement &
intelligence

Parliament agrees to European Production Orders and
European Preservation Orders
13 June 2023

Key details

The European Parliament has voted in favour of a framework for the exchange of electronic evidence by criminal law
enforcement authorities in the EU. Includes a Directive on appointment of legal representatives to manage orders
(2018/0107), and a Regulation on evidence orders (2018/225).

Once in effect, the law will require relevant service providers based or operating in the EU to
« Appoint a legal representative in at least one EU Member State as a contact point in charge of receiving and

enforcing orders
« Provide relevant evidence direct to authorities in other member states or preserve it for up to 60 days.

Orders can be served on providers of electronic communication services, social networks, online marketplaces, other

hosting service providers and providers of internet infrastructure.

It will replace the current patchwork of bilateral mutual assistance agreements. The agreed text needs to be formally
adopted by the Council. The directive will come into effect 6 months after publication. Legal representative

requirements must be enforceable under member state law 30 months after that.

Links to further information
Texts

Press release
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https://www.europarl.europa.eu/doceo/document/TA-9-2023-06-13-TOC_EN.html
https://www.europarl.europa.eu/news/en/press-room/20230609IPR96203/electronic-evidence-new-rules-to-speed-up-cross-border-criminal-investigations
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Legislation

Jurisdiction:

Nigerian Data Protection Bill becomes law
@ 14 June 2023

General

Key details

The law establishes the Nigerian Data Protection Commission and provides a legal framework for processing personal
data, data controller obligations and the appointment of a DPO. It also imposes restrictions on international transfers.

The legislation is not yet available.

Links to further information

PLAC Summary
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https://placng.org/Legist/buhari-proposes-data-protection-law-to-nass/
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Legislation

Jurisdiction:

Lk

General

Oregon passes Consumer Data Privacy Bill
22 June 2023

Key details

Oregon has become the eleventh state to pass privacy legislation.

Applies to businesses in the state or providing products or services to residents, which:

« Control or process personal data on at least 100,000 residents

« Derive 25% of revenue from selling the data of more than 25,000 residents.

(Same consumer threshold standard as several other states.)

It has fewer exemptions than many other state laws and a wider definition of personal data, it contains a unique
biometric definition, a right to be given a list of specific (not generic) third party data recipients, and does not exclude

pseudonymous data from protections.

Enforcement is through the Attorney General, there is no private right of action. Maximum penalty of $7,500 per

violation.

Takes effect 1 July 2024, or 1 January 2025 for non-profit organisations.

Links to further information

Bill
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https://legiscan.com/OR/text/SB619/id/2627218
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Legislation

Jurisdiction:

v,

Accountability &
governance

Banks testing new powers to share financial information
under Economic Crime and Corporate Transparency Bill
22 June 2023

Key details

The bill addresses some of the current concerns about operation of the company registration system, and aims to deter
economic crime through increased transparency. It includes new provisions designed to facilitate information sharing

about customers with government authorities and other banks.

Reuters has reported that six banks are working with the National Crime Agency to test the data sharing proposals,
and eight are working on setting up a new database of suspected economic crime. No official announcements have

been made.

The bill is at final report stage and expected to become law in Autumn 2023. Relevant provisions are at cl. 182 onwards.

Links to further information

Bill
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https://bills.parliament.uk/publications/51080/documents/3397
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Legislation

Jurisdiction:

Retained EU Law (Revocation and Reform) Bill finalised

@ 27 June 2023

General

Key details

The REUL Bill has passed through both houses and is set to get Royal Assent. We do not yet have a final version

including the agreed amendments.

As drafted, the bill will have a more limited impact on data protection law than as originally conceived. However, it does
include changes to the Investigatory Powers Act and may affect the status of past European Court of Justice decisions in

UK courts such as Schrems 2.

Links to further information

Bill
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https://bills.parliament.uk/bills/3340
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DATA PROTECTION ROUNDUP @
Guidance & consultations

Jurisdiction:

ICO updates UK Children’s Code guidance on edtech SHOOSMITHS SAYS..
- 31 May 2023

Sensitive data &
vulnerable individuals

Key details

The ICO has updated its guidance on education technologies to clarify when they may be in the scope of the Children’s
Code. The code applies to relevant “information society services” (as defined in the DPA 2018) that are likely to be
accessed by children in a direct-to-consumer basis, such as online or in an app store.

Schools as public authorities are not in scope of the code but edtech providers may be, if they process personal
information “beyond the instructions of a school” and determine why and how personal information is processed,

thereby exercising control over the means and purposes of processing.

Guidance includes reminders that:
« Data protection law will apply regardless of whether the code does
« The ‘public task’ lawful basis under Art. 6(1)(e) UK GDPR is unlikely to be an appropriate lawful basis for edtech

providers.

Links to further information
Guidance

Announcement
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https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/the-children-s-code-and-education-technologies-edtech/
https://www.linkedin.com/posts/information-commissioner%27s-office_new-weve-updated-our-guidance-on-edtech-activity-7069329332027944960-Y0bk?utm_source=share&utm_medium=member_desktop

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

DHSC consults on creating Secure Data Environments
to access NHS data for research purposes
Sensitive data & 26 May 2023

vulnerable individuals

Key details

The Department of Health and Social Care (DHSC) has begun a public consultation on the creation of Secure Data
Environments (SDEs) for the purpose of accessing NHS data for research purposes. The aim is that SDEs will become

the default route for accessing NHS data, for research and external uses.

Builds on 12 guidelines published in September 2022. The policy update confirms:

« NHS organisations will maintain oversight of data held in SDEs

« SDEs will need to adhere to high standards of data integrity, security and transparency

« Anaccreditation model for SDEs will be developed for this purpose

« From a future date, commercial and/or academic controlled SDEs will not continue to host NHS data or make it

available for research.

Closes 23 June 2023.

Links to further information

Consultation

Draft policy update

Guidelines
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https://www.gov.uk/government/consultations/data-access-policy-update-proposed-draft
https://www.gov.uk/government/consultations/data-access-policy-update-proposed-draft/data-access-policy-update-proposed-draft
https://www.gov.uk/government/publications/secure-data-environment-policy-guidelines/secure-data-environment-for-nhs-health-and-social-care-data-policy-guidelines

DATA PROTECTION ROUNDUP @
Guidance & consultations

Jurisdiction:

Advocate General considers medical exemptions for SHOOSMITHS SAYS...

special category data in Art. 9(2)(h)
Sensitive data & 25 May 2023

vulnerable individuals

Key details

The opinion comes in advance of a preliminary ruling on referral from the German Federal Labour Court. The case

concerns whether the medical service of a health insurance fund should be prohibited from preparing a medical report
for an insurer on its own employee. The AG’s view is that the exception in Art. 9(2)(h) EU GDPR permitting processing
of special categories of data for certain medical purposes is available to the medical service even though it happens also

to be the claimant’s employer.

Findings of more general importance:

« If using this exception, you also need a lawful basis for processing under Art. 6 (so you can’t rely on Art. 9(3) alone)

« The degree of fault on the part of the controller or processor does not affect liability or quantum of damages in Art.
82(1)

« The involvement of the data subject in the event giving rise to compensation may exempt the controller or processor
from liability under Art. 82(3).

ZQ v MDK (Case C-667/21) EU:C:2023:433

Links to further information

AG’s opinion

25
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https://curia.europa.eu/juris/document/document.jsf;jsessionid=F3FBB59F74CF9588789B284CE8FE5A2D?text=&docid=274110&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=1000406

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

Ofcom updates guidance under NIS Regulations
@ 31 May 2023

Cybersecurity

Key details

Ofcom has issued updated guidance both for communications providers, and for operators of essential services (OESs),

under the Network and Information Security Regulations (NIS).

The Guidance for communications providers is issued under s. 105Y Communications Act 2003. Section 7 details
Ofcom’s information sharing duties and powers. It sets out the situations in which Ofcom expects to pass information to

third parties (NCSC, or another “relevant body”) without the consent of the provider in question.

The other guidance is for OESs, which are likely to be domain name registries and service providers, and IXP
(internet exchange point) operators. It includes updates on designation, compliance requirements, investigations, and

enforcement.

Links to further information

S. 105 guidance
OES guidance
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(however imposed)”
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https://www.ofcom.org.uk/__data/assets/pdf_file/0030/253677/General-statement-of-policy-under-section-105Y-of-the-Communications-Act-2003.pdf
https://www.ofcom.org.uk/phones-telecoms-and-internet/information-for-industry/network-security-and-resilience/guidance-for-operators

DATA PROTECTION ROUNDUP

Guidance & consultations

Jurisdiction:

it

Commercialisation &
competition

Digital Markets Act: European Commission consul-
tation on compliance report template
6 June 2023

Key details
The Commission is consulting on the template for the annual report that designated gatekeepers will have to submit

under Art. 11 of the Digital Markets Act (DMA).

In particular, the Commission wants feedback on the following:
« Precise indicators that the Commission could use to assess whether measures implemented by gatekeepers are

effective
« Content and presentation of the non-confidential summary of the compliance report that the gatekeepers must

provide under Art. 11(2).

Comments must be submitted by 5 July 2023.

Links to further information

Consultation
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“Gatekeepers will be
required to provide the
Commission with their
first compliance report
within six months of
their designation as
gatekeepers”
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https://ec.europa.eu/eusurvey/runner/dma_compliance

DATA PROTECTION ROUNDUP

Guidance & consultations

Jurisdiction:

EDPB adopts final version of Guidelines on the

@ calculation of administrative fines
Accountability & 7 June 2023

governance

Key details

The European Data Protection Board has adopted the final version of Guidelines 04/2022 on the calculation of
administrative fines under the EU General Data Protection Regulation (EU) 2016/679).

The guidelines take a five-step approach:

1.

A

Identify the processing operations involved, check no double counting under Art. 83(3)

Classify the breach, its seriousness and the turnover of the undertaking

Evaluate aggravating and mitigating circumstances

Identify relevant legal maximums for the different processing operations

Check that the final amount meets the requirements of effectiveness, dissuasiveness and proportionality.

The Guidance contains new summary tables and examples, following public consultation.

Links to further information

Guidelines

Press release
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https://edpb.europa.eu/system/files/2023-06/edpb_guidelines_042022_calculationofadministrativefines_en.pdf
https://edpb.europa.eu/news/news/2023/edpb-adopts-final-version-guidelines-calculation-administrative-fines-following_en

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

O EDPB adopts final version of Guidelines on the appli-
cation of Article 65(1)(a)
Accountability & 7 June 2023

governance

Key details

The EDPB has adopted the final version of Guidelines 03/2021 on Art. 65(1)(a) GDPR, which allows the EDPB to adopt

binding decisions where data protection authorities disagree on the interpretation of GDPR.

The guidelines have been updated to include an executive summary and to introduce clarification and reflect recent

developments from other new guidelines.

Links to further information
Guidelines

Press release
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“An action for
annulment before the
Court of Justice does
not suspend the effects
of the decision of the
EDPB”
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https://edpb.europa.eu/system/files/2023-06/edpb_guidelines_202103_article65-1-a_v2_en.pdf
https://edpb.europa.eu/news/news/2023/edpb-adopts-final-version-guidelines-calculation-administrative-fines-following_en

DATA PROTECTION ROUNDUP @
Guidance & consultations

Jurisdiction:

ICO releases Children’s Code evaluation report SHOOSMITHS SAYS...

14 June 2023

Sensitive data &
vulnerable individuals

Key details “Delays to the [Online
Safety] Bill have meant
the code has been
increasingly expected
Their key messages are: to provide regulatory

« The Code has driven global law-making certainty in areas where
« ISS providers have made positive changes but there is still more to do . . .o
it wasn't specifically

The ICO has released its review and assessment of the Children’s Code following the public consultation which ran
between March and May 2023.

« Parents and schools are pivotal
« The ICO is under fire for not enforcing hard enough deSig ned to do so”
« Only a third of businesses expect to incur Code compliance costs

« Two thirds expect to be Code compliant by end 2023

« Two in five children lie about their age, particularly vulnerable groups

« Half of parents help them do this.

Links to further information

Evaluation report

Press release

Key message report

30
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https://ico.org.uk/media/about-the-ico/documents/childrens-code/4025494/childrens-code-evaluation-report.pdf
https://ico.org.uk/about-the-ico/research-and-reports/children-s-code-research/
https://ico.org.uk/media/about-the-ico/documents/childrens-code/4025495/childrens-code-summary-document.pdf

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

ICO issues new PETs guidance
19 June 2023

Emerging technology

Key details
The new guidance on privacy enhancing technologies, or PETS, is aimed at Data Protection Officers and others using

large personal data sets in finance, healthcare, research, and central and local government.

The central part of the guidance is an analysis and explanation of eight commonly used PETSs with links to industry
standards and the underlying data protection principles. There is also high-level guidance for DPOs on understanding

and assessing the use of PETSs for processing in their organisation.

Links to further information
Guidance
Press release

G7 Data Protection Roundtable
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https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-technologies/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/06/ico-urges-organisations-to-harness-the-power-of-data-safely-by-using-privacy-enhancing-technologies/
https://g7dpa-roundtable-2023.ppc.go.jp/en/

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

ICO publishes research on synthetic data
13 June 2023

Emerging technology

Key details

The research by the ICO, Financial Conduct Authority and Alan Turing Institute explores generating anonymous

synthetic data in the financial services sector.

‘Synthetic data’ is fake data generated by algorithm, used to train Al where datasets are not accessible or too risky to use.

But results always need testing against real data to check for bias or inaccuracy, which either involves using real data

again, or complex maths which is not transparent.

The conclusion is that validation is still a critical barrier to adoption, but common standards and guidance would be a

good first step.

Links to further information

Research paper

Announcement
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“To drive adoption, the
industry could shift

to a risk-based model
for privacy validation
that accepts some
level of inherent risk in
generating and sharing
synthetic data”
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https://ico.org.uk/media/for-organisations/documents/4025484/sythetic-data-roundtable-202306.pdf
https://www.linkedin.com/feed/update/urn:li:activity:7074024005443178496?updateEntityUrn=urn%3Ali%3Afs_feedUpdate%3A%28V2%2Curn%3Ali%3Aactivity%3A7074024005443178496%29

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

ICO warns of tougher enforcement for businesses
using generative Al
15 June 2023

Emerging technology

Key details

The ICO is calling for businesses to address privacy risks prior to the use of generative Al, and warns that it will conduct

tougher checks on compliance with data protection laws.

Follows ICO guidance in April about how to address generative Al risks.

Links to further information

Press release

April guidance
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“could become a £1
trillion market within a
decade”
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https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/06/don-t-be-blind-to-ai-risks-in-rush-to-see-opportunity/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/04/generative-ai-eight-questions-that-developers-and-users-need-to-ask/

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

CDEI publishes reports on demographic information in
Al systems, and assurance techniques
14 June 2023

Emerging technology

Key details

The Centre for Data Ethics and Innovation, part of DSIT, has published a report on the challenges of using demographic

information for bias monitoring in various data driven systems, including Al

The central problem (which overlaps with the synthetic data issues on page 33) is that access to good demographic
data is important for maintaining fairness, but difficult because of the sensitive nature of the data. The two approaches
suggested are ‘data intermediaries’ (an independent data guardian) and ‘proxies’ (a type of verification which still

involves personal data, although at a reduced level).

Links to further information

Report

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

SHOOSMITHS SAYS...

34


https://www.gov.uk/government/publications/enabling-responsible-access-to-demographic-data-to-make-ai-systems-fairer

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

ENISA publishes report on cybersecurity practices in

@ the supply chain
13 June 2023

Cybersecurity

Key details

The ENISA (EU Cybersecurity Agency) report is an overview of the current supply chain cybersecurity practices
followed by ‘essential and important’ entities in the EU, as defined in the updated Network and Information Systems

Directive (NIS 2).

Arts 21(2)(d) and 21(3) of NIS 2 impose specific duties relating to supply chain security on those entities.

The report sets out a five-step approach to the supply chain challenge with recommended security practices for each

step. These practices are appropriate for implementation of the NIS2 requirements.

Links to further information

Press release and report
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“58% of surveyed CEOs
feel their partners

and suppliers are less
resilient than their own
organisation”
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https://www.enisa.europa.eu/publications/good-practices-for-supply-chain-cybersecurity

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

Q OD releases report on use of commercially available
= information (CAl) by US intelligence agencies
Law enforcement & 5 June 2023

intelligence

Key details

The Office of the Director of National Intelligence published a declassified report into commercially available
information which is bought and used for intelligence purposes in the US. CAI has traditionally been treated as
publicly available, and therefore little regulated in the US, but the report recognises that the availability of commercial
smartphone data means that intelligence services can bypass traditional controls on information gathering.

The report recommends:

« Establishing a list of what is used

« Proper policies and procedures

« ‘More refined policies to govern its acquisition and treatment’.

Links to further information

Report
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“Unfettered access to
CAl increases its power
in ways that may exceed
our constitutional
traditions or other
societal expectations”
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https://www.dni.gov/files/ODNI/documents/assessments/ODNI-Declassified-Report-on-CAI-January2022.pdf

DATA PROTECTION ROUNDUP
Guidance & consultations

Jurisdiction:

O Digital Services Act: European Commission consults on
online database of content moderation decisions
Accountability & 2-| June 2023

governance

Key details

The European Commission has launched a survey on the publicly accessible database it is required to establish under
Art. 24(5) of the DSA.

The ‘DSA Transparency Database’ will store decisions and statements from ‘online platforms’ concerning their
reasons for removal of information and other content moderation decisions. These statements are made under Art.
17(1), which requires providers of hosting services to supply a statement of reasons to affected service recipients if

restrictions are imposed.

The survey asks:

«  What methods should be used for submitting statements

« How quickly statements should be submitted (options range from immediately to less than once a week)
«  Whether the database should allow tools to facilitate research and public scrutiny

«  What safeguards should be put in place

«  Whether changes should be made to the proposed content and structure of the database.

The survey closes on 17 July 2023.

Links to further information

Survey

Digital Services Act

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

SHOOSMITHS SAYS...

“All online
intermediaries,

except micro and
small enterprises,

will have to comply
with wide-ranging
new transparency
obligations to increase
accountability and
oversight”
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https://ec.europa.eu/eusurvey/runner/bd32f3a5-2d69-95dc-41b2-7066e31ca8e1#page3
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R2065#d1e2546-1-1

DATA PROTECTION ROUNDUP

Guidance & consultations

Jurisdiction:

%
S

Transfers

EDPB adopts Recommendations 1/2022 on application
and approval process for EU controller BCRs
21 June 2023

Key details

Once published by the European Data Protection Board, the final version of ‘Recommendations 1/2022 on the
application for approval and on the elements and principles to be found in Controller Binding Corporate Rules (BCR-C)’
will provide:

« An updated application form for approval

« Clarification the content of BCR-2

« Updated guidance on the requirements, taking account of Schrems 2.

Rules will be in effect from the publication date (to be announced). BCR-C holders will need to bring their BCRs in line

with the recommendations, either during the application process or as part of their 2024 annual update.

BCR-P for processors are in development.

Links to further information

Press release

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

SHOOSMITHS SAYS...

“subject
to the necessary legal,
linguistic and formatting
checks and will be made
available on the EDPB
website once these have
been completed”
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https://edpb.europa.eu/news/news/2023/edpb-adopts-template-complaint-form-and-final-version-recommendations-application_en

DATA PROTECTION ROUNDUP

Guidance & consultations

Jurisdiction:

v,

Accountability &
governance

EDPB adopts template form to facilitate cross-border

complaints
20 June 2023

Key details

The voluntary template issued by the European Data Protection Board is a standard form which data subjects can fill in
to register a complaint to a member state data protection authority (DPA) about possible infringements in connection

with the processing of their personal data under Art. 77 EU GDPR.

It enables the complainant to give consent to transfer of information to other DPAs and the data controller, to make

investigations easier.

It can be used by individuals, legal representatives or other entities. There is also a new template EDPB

acknowledgement including information about next steps and rights of redress.

Links to further information

Templates
EDPB press release
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“will help DPAs save
time and resolve cross-
border cases more
efficiently”
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https://edpb.europa.eu/our-work-tools/our-documents/other/template-complaint-form-and-template-acknowledgement-receipt_en
https://edpb.europa.eu/news/news/2023/edpb-adopts-template-complaint-form-and-final-version-recommendations-application_en

Enforcement & legal action



DATA PROTECTION ROUNDUP

Enforcement & legal action

Jurisdiction:

Data rights

FTC and DOJ order $30.8m in collective fines against
Alexa and Ring

31 May 2023
Europe

Key details

The US Federal Trade Commission (FTC) and the Department of Justice (DoJ) have announced a $25m fine and
various corrective measures against Amazon’s Alexa. They allege Children’s Online Privacy Protection Act violations

stemming from data deletion and retention practices for children’s voice and geolocation data.

In addition to the data deletion requirement in the proposed Alexa order, it:

« Stops Amazon using data which is subject to consumer deletion requests for the creation or improvement of any data
product

« Requires deletion of children’s inactive Alexa accounts

« Requires notification of the FTC-DoJ action against the company

« Requires notification of retention and deletion practices

« Mandates clear privacy policies

« Orders a privacy program for geolocation information.

The FTC has also announced a $5.8 million fine and corrective measures against Amazon’s Ring, pending federal court
approval. The Commission alleges that Ring customers did not consent to video recordings being accessed by Amazon

employees or to recordings being used to train algorithms.

Links to further information

Alexa announcement Ring announcement
Alexa draft order Ring draft order
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https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-doj-charge-amazon-violating-childrens-privacy-law-keeping-kids-alexa-voice-recordings-forever
https://www.ftc.gov/system/files/ftc_gov/pdf/Amazon-Proposed-Stipulated-Order-%28Dkt.-2-1%29.pdf
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-says-ring-employees-illegally-surveilled-customers-failed-stop-hackers-taking-control-users
https://www.ftc.gov/system/files/ftc_gov/pdf/Amazon-Proposed-Stipulated-Order-%28Dkt.-2-1%29.pdf
https://eu.ring.com/pages/privacy

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

Berlin DPA fines bank €300,000 for lack of
transparency with automated decision-making
31 May 2023

Data rights

Key details

The Berlin data protection authority (BBDI) has announced a fine of €300,000 on an undisclosed bank for breach of
Arts 5(1)(a), 15(1)(h), and 22(3) of EU GDPR.

The complaint came after the bank used an algorithm which rejected the complainant’s request for a credit card
seemingly without justification. The bank did not provide any further information, just generic information on the

scoring process. The complainant could not meaningfully challenge the decision.

The BBDI found that the bank failed to provide transparent and comprehensible information about the automated
decision when requested and therefore this warranted the fine. The Commissioner held that where automated decisions

are made it is a requirement that customers are informed of the reason behind the decision.

Links to further information

EDPB summary

Press release
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“took into
account in particular the
bank’s high turnover as
well as the deliberate
design of the application
process and the
information”
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https://edpb.europa.eu/news/national-news/2023/berlin-sa-imposes-300-000-euro-fine-against-bank-after-lack-transparency_en
https://www.datenschutz-berlin.de/pressemitteilung/computer-sagt-nein/

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

Q ICO reprimands Thames Valley Police for releasing
= witness details to suspected criminals
Law enforcement & 2 June 2023

intelligence

Key details

The ICO has issued a reprimand to TVP after they released information which led to suspected criminals finding out a
witness’s address. The witness has now had to move house and the risk to the individual remains high.

The TVP did not have training in place to ensure that officers were trained on the guidance on disclosure and redaction.

The ICO has recommended:

« Providing training to all staff responsible for redactions and disclosures

« Sharing updates to policies or processes as soon as they are available

« Continuously reviewing policies and guidance on the handling of personal data.

Links to further information

Reprimand
ICO press release

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

SHOOSMITHS SAYS...

“Our enforcement action
in this case should act
as a warning to other
organisations”
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https://ico.org.uk/media/action-weve-taken/reprimands/4025394/tvp-reprimand-20230530.pdf
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/06/ico-reprimands-thames-valley-police-for-releasing-witness-details-to-suspected-criminals/

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

ICO fines two firms for making unlawful marketing

)
S calls
Marketing, adtech &
o e 14 July 2023
Key details

The ICO has issued a £130,000 fine to Crown Glazing Ltd for making more than 500,000 direct marketing calls to TPS

registered people, resulting in 37 complaints.

It has also fined Maxen Power Supply Ltd £120,000 after more than 100 complaints about unsolicited marketing calls
to businesses and individuals. The company used overseas operators that purported to be from National Grid or an
existing energy supplier, but claimed these international call centres were “independent contractors” and “third party

intermediaries”.

Links to further information

Crown enforcement notice

Maxen enforcement notice

ICO press release
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“In case organisations
remain unclear on their
obligations, the ICO
operates a telephone
helpline”
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https://ico.org.uk/action-weve-taken/enforcement/crown-glazing-ltd-mpn/
https://ico.org.uk/media/action-weve-taken/enforcement-notices/4025470/20230530-maxen-power-supply-limited-en-redacted.pdf
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/06/two-energy-firms-fined-combined-250-000-for-making-unlawful-marketing-calls/

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

Swedish DPA announces Spotify fine of €4.98m for
transparency failures
13 June 2023

Data rights

Key details
IMY, the Swedish data protection authority, has issued the fine for Data Subject Access Request failures under Arts

12(1), 15(1) and 15(2) EU GDPR.

It notes that Spotify does have comprehensive privacy notices and DSAR responses, but:
« Information is not clear enough, and
« Too much technical information is supplied in English.

The decision has been made in co-operation with other authorities, and the violations are said to be of “low severity

overall”.

Links to further information
Press release

Ruling (Swedish only)
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“data subjects must
receive meaningful
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https://www.imy.se/nyheter/sanktionsavgift-mot-spotify/
https://www.imy.se/globalassets/dokument/beslut/2023/beslut-tillsyn-spotify.pdf

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

Garante fines TIM SpA €7.6m for unlawful telemar-
keting activities
Marketing, adtech & 13 June 2023

cookies

Key details

A follow-up to sanctions in January 2022. The company is the former Telecom Italia SpA, and the fines relate to various
infringements of EU GDPR, including:

Marketing calls to opted-out customers

DSAR failures and delays

No online privacy policy for mobile subscribers

A data breach.

Links to further information

Ruling
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https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9894662

DATA PROTECTION ROUNDUP

Enforcement & legal action

Jurisdiction:

K

=

Law enforcement &
intelligence

CJEU publishes opinion on liability for Europol data
breach
15 June 2023

Key details

The CJEU has issued the opinion of an Attorney General stating that Europol and a Member State can be jointly and
severally liable for damage resulting from unlawful data processing in breach of Arts 49 and 50 of Regulation (EU)
2016/794 (‘the Europol Directive’).

The case has followed the murder of a Slovak journalist and his fiancée in 2018. Europol received data from a suspect’s
phone, which was unlawfully released to the public. The suspect raised a compensation claim which was dismissed. The

claim has now been appealed to the CJEU.

The opinion recommends rejecting all grounds of appeal except one which relates to liability as between member states

and Europol.

Case C-755/21 P Ko¢ner v Europol

Links to further information

AG’s opinion
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https://curia.europa.eu/juris/document/document.jsf;jsessionid=EDC9CD165992A880099ACE08B1A2C8B1?text=&docid=274650&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=1111927

DATA PROTECTION ROUNDUP

Enforcement & legal action

Jurisdiction:

Marketing, adtech &
cookies

Commission sends Statement of Objection to Google
alleging abusive practices in adtech
14 June 2023

Key details

The statement is part of formal proceedings opened in 2021 into whether Google has broken competition law rules by
favouring its own online display advertising technology services, and restricting access by third parties to user data for

advertising purposes on websites and apps.

The Commission It has sent Google a preliminary view that it is abusing its dominant position in breach of Art. 102

TFEU, by favouring its own ad exchange AdX:

« Inthe ad selection auction run by DFP (Google’s publisher ad server)
« Inthe way it places bids on ad exchanges using Google Ads and DV360 (Google ad buying tools).

It is asking for mandatory divestment of parts of Google’s business.

Google will now respond and there will be a formal hearing before possible remedies are imposed, including a fine of up

to 10% annual worldwide turnover.

Links to further information

Commission Press release
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https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3207

DATA PROTECTION ROUNDUP @
Enforcement & legal action

Jurisdiction:

CNIL fines KG COM €150,000 for unlawful processing of SHOOSMITHS SAYS...
personal data
15 June 2023

Data rights

Key details

CNIL has published details of its €150,000 fine of Société KG COM S.A. for breaches of EU GDPR and cookies

violations under French law.
KG COM provides online clairvoyance readings, and the investigation followed a 2020 data breach.

CNIL has found:

« Systematic phone recording contrary to Art. 5(1)(c)

« Retention of bank account details without lawful basis (Art. 6)
« Failure obtain consent to collect special category data (Art. 9)
« Lack of transparency regarding processing (Arts 12 and 13)

« Security failings (Art. 32)

« Failure to notify breach (Art. 33)

« Non-compliant cookie use (Art. 82 French DPA).

The fine reflects a reduced company size following earlier regulatory problems.

Links to further information
Decision

Press release

49
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https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000047682157?init=true&page=1&query=kg%20com&searchField=ALL&tab_selection=all
https://www.cnil.fr/fr/deliberation/decision-ndegde-2010-104-du

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

@ Director guilty of s. 55 DPA offences subject to
confiscation order under Proceeds of Crime Act
Accountability & 2-| June 2023

governance

Key details

A former director of Datasearch Services Limited (DSS) was found guilty in February 2022 of six offences under the
Data Protection Act following a 2016 compliant to the ICO by Royal Bank of Scotland (RBS).

DSS was a tracing agent company used by the bank to find RBS creditors. The director recorded personal financial

information and built profiles of consumers using impersonation techniques outside the bank’s instructions.

He was prosecuted and pleaded guilty to six offences under s. 55 DPA in February 2022. He has now been ordered to
pay back £38,000 under a POCA confiscation order, fined £10,560 and ordered to pay £15,000 court costs.

Links to further information

ICO press release
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https://ico.org.uk/action-weve-taken/enforcement/michael-isaacs/

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

Marketing, adtech & 15 June 2023

cookies

Key details

Following complaints lodged by Privacy International
and NOYB, Criteo S.A., an online advertising company,
was issued with a notice of intent to fine €60m in June
2022 by the French DPA for GDPR failings including
lack of consent, DSAR and transparency breaches. Criteo
responded and CNIL has now issued a final decision
revising the fine to €40m but finding substantial failings.

Criteo specialises in behavioural retargeting, tracking the
behaviour of internet users via cookies in order to display
personalised advertisements. CNIL found that although
the company does not handle data subject names, the
depth of data meant that re-identification was possible in

some cases.

CNIL found the following breaches:

« Failure to demonstrate that personal data was obtained
by partners with consent (Art. 7.1)

« Privacy policy was too broad in its terms (Art. 12 and 13)

« Information given in response access requests was
incomprehensible (Art. 15(1))

Links to further information

Decision

Shoosmiths | Data protection roundup —June 2023

CNIL confirms reduced €40m fine of Criteo for GDPR
failings in personalised advertising

+ Requests to delete and withdraw consent only stopped
personalised ads but did not erase identifiers or delete
navigation history (Art. 7(3), 17(1))

« Failure to provide a compliant agreement between
joint controllers (Art. 26).

Fine based on:

+ Nearly 2% of company worldwide turnover (below the
applicable limit of 4%)

+ Large number of identifiers involved (370m)

+ The company business model which relied on large
personal data processing operations, and

« The ability to process without evidence of consent

which drove increased income.

CNIL acknowledges that the company has now made

changes to its practices.
The decision has been approved by all 29 supervisory

authorities, and the company can appeal to the Council of
State up to two months from the date of publication.

Press release
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“contracts concluded
with partners did not
contain any clause
obliging them to provide
proof of users’ consent
[...and] the company did
not undertake any audit
campaign of partners”
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https://www.cnil.fr/en/personalised-advertising-criteo-fined-eur-40-million
https://www.cnil.fr/en/personalised-advertising-criteo-fined-eur-40-million

DATA PROTECTION ROUNDUP @
Enforcement & legal action

Jurisdiction:

CJEU holds that data subjects have the right to access SHOOSMITHS SAYS...
date and reason for the consultation of personal data
22 June 2023

Data rights

Key details “Wherever
possible, means of

The CJEU has issued its judgment in a case referred by the Administrative Court of Eastern Finland. . .
communicating personal

The case was brought by a former employee of the bank whose personal data was accessed by the bank’s internal audit data that do not infringe
team while the employee was still employed and a customer of the bank. The employee made a DSAR asking the bank the rig hts or freedoms
to identify the individual who had consulted their data, the dates on which it was accessed and the purposes for which of others should be

it was processed. The bank refused to identify the staff member(s) involved but provided some further details of the h ”
chosen

consultation.

The Court of Justice has confirmed the Attorney General’s opinion (December 2022) that:

« The principles of GDPR apply to DSARs made since 25 May 2018, even if they relate to processing which took place
before that date

« A controller must let the data subject know the dates and purposes of consultation operations by staff

« The controller does not have to disclose the identity of staff consulting the data, unless this is essential for the
exercise of GDPR rights, bearing in mind the rights and freedoms of staff

« Rights of access were not affected by the fact that the controller was acting within the framework of a regulated

activity, or the fact that the data subject happened to be an employee as well as a customer.

C-579/21 Pankki S

Links to further information

Ruling

Press release
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https://curia.europa.eu/juris/document/document.jsf;jsessionid=29D694D18A61751ACE0FB88AF8586200?text=&docid=274867&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=23979589
https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-06/cp230107en.pdf

DATA PROTECTION ROUNDUP

Enforcement & legal action

Jurisdiction:

K

=

Law enforcement &
intelligence

AG issues opinion on data subject access rights under
Law Enforcement Directive
15 June 2023

Key details

The case concerns an individual who was refused a security clearance certificate by the Belgian National Security
Authority, and requested the identity of the controllers responsible and access to the information concerning them. The
Belgian Supervisory Body for Police Information (OCIP) confirmed that checks had been carried out but gave no further
details. The individual brought a claim against the OCIP in the Belgian court, which has been referred to the European
Court of Justice (CJEU).

The Attorney General’s opinion is that:

+ Belgian law is incompatible with the LED in creating a blanket exemption to the direct right of access

«  Where an individual has to exercise rights indirectly through a supervisory body, that body may have to provide
additional information depending on the circumstances ‘in light of proportionality’.

Case C-333/22 Ligue des droits humains ASBL, BA v. L'organe de contréle de I'information policiere

Links to further information

Press release

Shoosmiths | Data protection roundup —June 2023

<

BACK TO INDEX

SHOOSMITHS SAYS...

53


https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-06/cp230104en.pdf

DATA PROTECTION ROUNDUP

Enforcement & legal action

Jurisdiction:

Data rights

Garante announces €40k fine of VW Leasing GmbH for
inadequate response to DSAR about creditworthiness
22 June 2023

Key details

A person who was refused credit by VW Leasing (VWL) when trying to buy a car made a data subject access request
asking for information about the credit decision. VWL responded by reproducing information submitted by the
applicant, saying it relied on a credit information system provided by a supplier to assess the risk, and inviting the data

subject to contact the supplier directly to find out more.

The Garante has found that this was not an adequate response, and that VWL should have provided the information

itself directly to the data subject.

The relatively low fine reflects:

« The single complainant, and first-time violation by the company

« Good faith in its suggested approach

« Co-operation with the regulator

« Provision of the required information to the data subject during the investigation.

Links to further information

Ruling
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https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9899914

DATA PROTECTION ROUNDUP
Enforcement & legal action

Jurisdiction:

) NOYB gets permission for judicial review of Data
S Protection Commission (DPC)
Marketing, adtech & -|9 June 2023

cookies

Key details

According to reports in the Irish Times, None of Your Business (the data rights organisation run by Max Schrems) has
succeeding in getting permission for a judicial review of the DPC’s handling of complaints brought by NOYB against
Meta and WhatsApp concerning processing of personal data for behavioural advertising, and reliance on ‘performance
of a contract’ as a legal basis. It is asking for a declaration that the DPC failed to carry out its investigations within a
reasonable time, contrary to EU GDPR and the Irish Data Protection Act. The case has now been adjourned for later

hearing.

Links to further information

Court listing
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https://www.csol.ie/ccms/highCourtSearch.html?execution=e1s1

Industry & sector news



DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

Microsoft reveals expected $425m fine for LinkedIn

%
S ad practices
Marketing, adtech & '| J une 2023

cookies

Key details

Following investigations ongoing since 2018, the Irish Data Protection Commission has sent the company a draft
decision on alleged GDPR violations through targeted ad practices by LinkedIn. It proposes a fine of approximately

$425m. Following a low-profile announcement on its investor relations site, the company has now made a statement.

Nothing public from the DPC yet.

Links to further information

MS statement
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“intends to
defend itself vigorously
in this matter”.
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https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fc.s-microsoft.com%2Fen-us%2FCMSFiles%2FIDPCMatter.docx%3Fversion%3D7b1b49c5-67b4-9a5b-4d65-e4abf4f429cd&wdOrigin=BROWSELINK

DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

Toyota announces long-term data leak in its Connected
@ services
31 May 2023

Cybersecurity

Key details

Toyota has advised that information on customers both inside and outside Japan collected by its “Toyota Connect”
system may have been externally accessible from October 2016 to May 2023, due to a “misconfiguration” of its cloud

service.

Toyota has confirmed that a further 260,000 customers have been affected in Japan, but has not yet provided detailed

information on overseas customers. It may affect cars bought since 2007.

This follows the announcement in May that the vehicle data of 2.15m Japanese users who had signed up to cloud

services since 2012 has been externally available for 10 years.

Links to further information

Toyota statement
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“we will work closely
again with TC to
explain and thoroughly
enforce the rules for
data handling”

58


https://global.toyota/en/newsroom/corporate/39241625.html?053123

DATA PROTECTION ROUNDUP

Industry & sector news

Jurisdiction:

Sensitive data &
vulnerable individuals

NHS Trusts accused of sharing patient details with
Facebook without consent
27 May 2023

Key details

An Observer/Guardian report alleges that the NHS has exposed information about patients’ medical conditions,
appointments and treatments with Facebook without consent, via the “Meta Pixel” tracking tool in 20 NHS Trust

websites, which collects browsing information.

Collected information includes data on people visiting webpages about various sensitive health conditions, and data

collected when users click on buttons to book appointments and order prescriptions.

17 of the 20 NHS Trusts that had Meta Pixel on their webpage have now confirmed they have removed it. Problems
appear to be based on Trusts installing the tool for various recruitment and marketing campaigns without checking

settings.
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DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

@ Kuwait to collect biometric data of everyone in the
country

28 May 2023

General

Key details

The Kuwaiti government has announced it will start collecting fingerprint scans for everyone who lives in, and enters

the country, over 18. The aim is to fingerprint all citizens and residents within a year.

To do this, the Ministry of Interior has installed 49 devices across the country, including at border crossings. These
devices will not just collect fingerprint scans, but also face and eye scans if the fingerprinting does not work.
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“There is no general data
protection regulation.
There is no general data
protection authority.”
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DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

«— Zoom to offer data localisation for paying customers in
—>
EEA

6 June 2023

Transfers

Key details

Zoom will support localised data storage for premium customers who can choose specific data from its webinars,
meetings, and team chat tools to store in Frankfurt. Data may still be shared with its U.S. operations in very specific or

“exceptional” circumstances.
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DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

Ticketmaster to bring website into compliance with
DAA Self-Regulatory Principles
Marketing, adtech & 13 June 2023

cookies

Key details

The Digital Advertising Alliance (DAA) is a US ad-industry body representing 650 media companies which offers a
self-regulation framework and responds to consumer complaints about online advertising. It has asked Ticketmaster
Entertainment LLC to bring its website into compliance with the DAA Self-Regulatory Principles.

As a result, Ticketmaster has:
« Included a prominent link directing users to a page providing enhanced notice and opt-out tools
« Provided additional links to third-party opt-out tools and ad disclosure

« Committed to compliant cookies banners.

Links to further information

Press release

DAA Program Information
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https://icrowdnewswire.com/2023/06/13/ticketmaster-agrees-to-update-and-strengthen-website-to-comply-with-digital-advertising-alliances-self-regulatory-principles/
https://bbbprograms.org/programs/all-programs/daap

DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

OAIC announces that it has been victim of cyber attack
@ 15 June 2023

Cybersecurity

Key details

The Office of the Australian Information Commissioner (OAIC) has had data stolen by the Russian criminal
ransomware group known as BlackCat, or ALPHV. The data was stolen from legal firm HWL Ebsworth, who act for the

OAIC, on 8 May 2023.

Links to further information

OAIC Statement
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“consistent with
requirements under the
Notifiable Data Breaches
scheme, OAIC will notify
affected individuals
where necessary”
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https://www.oaic.gov.au/newsroom/statement-on-hwl-ebsworth-data-breach

DATA PROTECTION ROUNDUP

Industry & sector news

Jurisdiction:

Sensitive data &
vulnerable individuals

Senators launch investigation into use of health data
by Amazon Clinic
16 June 2023

Key details

In aletter to the Amazon CEO, the senators are asking for information about Amazon Clinic to be disclosed by 30 June
2023, following reports that the online health platform is ‘harvesting health data’ The service, launched in November
2022, provides health information about common conditions to consumers in 32 states, by connecting them with
‘qualified telehealth providers’ and the ‘Amazon Pharmacy’. The senators allege that patients can only sign up to the
services if they consent to ‘HIPAA authorisation), in violation of the Act.

Links to further information
Letter

Press release
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“customers deserve to
fully understand why
Amazon is collecting
their health care data
and what the company
is doing with it”
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https://www.welch.senate.gov/wp-content/uploads/2023/06/20230615_Amazonclinceoversight_letterFinalSigned.pdf
https://www.welch.senate.gov/press-releases/sens-welch-and-warren-call-for-answers-from-amazon-on-use-and-collection-of-patient-data/

DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

Irish Council for Civil Liberties urges Irish Parliament to
prevent ‘criminalising’ DPC reporting
26 June 2023

Data rights

Key details

The Irish Council for Civil Liberties (ICCL) has urged MLAs to challenge a proposed amendment to the Irish Courts
and Civil Law (Miscellaneous Provisions) Bill 2022 when it comes up for final debate on 28 June 2023.

The last-minute government revision to s. 26A permits the DPC to direct that certain information which it deems to
be confidential may not be disclosed, with violations resulting in a €5,000 fine, where ‘disclosure could reasonably be

expected to prejudice the effectiveness of the performance by the Commission of a relevant function’.

The ICCL claims that the amendment will prevent critics of the DPC, such as Max Schrems, from discussing complaints

and actions of the DPC freely.

Links to further information

Amendments including Section 26A
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“will gag people from
speaking about how
the DPC handles their
complaint and from
speaking about how
big tech firms or public
bodies are misusing
their data”
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https://data.oireachtas.ie/ie/oireachtas/bill/2022/84/seanad/6/amendment/creamList/eng/b84b22d-cl.pdf

DATA PROTECTION ROUNDUP
Industry & sector news

Jurisdiction:

Datatilsynet authorizes further use of facial recognition
systems by football club
22 June 2023

Emerging technology

Key details

The Danish data protection authority has announced an extension to its 2019 authorisation of Brendby IF’s use of
facial recognition at stadiums for its matches. Under the new rules, they can use mobile systems at away matches, and

develop a register of people who violate their rules of conduct.

This is already authorised under national law.

Links to further information

Press release
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https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2023/jun/broendby-if-har-faaet-lov-til-udvidet-brug-af-ansigtsgenkendelse
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